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Review of Suspicious Bills Sent to Metro Departments (Report No. 13-AUD-02)

EXECUTIVE SUMMARY
The Audit and Investigations Units of the Office of the Inspector General (OIG) conducted a
review of seven suspicious bills received by Metro Departments. On August 1, 2012, the OIG
received information from the Division 8 Transportation Manager of an apparent scam bill. The
bill was mailed to the division by a company named UST.1 The bill showed a total amount due
of $425 for “telecom maintenance agreement.” Division staff had no prior business relations
with UST and had not previously heard of the company. Subsequently, we found that UST sent
similar bills to the addresses of six other Metro departments.
Our investigation determined that UST sent scam mailers to Metro departments that look like
bills or invoices. We also found that UST has a history of mailing deceptive mailers to
businesses and government agencies for telecom maintenance warranty agreements. It is illegal
under Federal law to mail a solicitation in the form of an invoice or bill unless it contains a
conspicuous disclaimer that states the mailer is in fact a solicitation. The scam mailers UST sent
to Metro did not contain the required disclaimer. If even a small percentage of recipients
respond to the mailers and remit payment, UST stands to profit because it provides no service.
We promptly notified Metro officials of the scam to preclude any payments to UST. Metro
management took immediate action to alert Metro staff of the scam UST bills. We also searched
the Financial Information System database and found that no payments had previously been
made to UST or US Telecom. In addition, we filed complaints against UST with the California
Attorney General, California Department of Consumer Affairs, Federal Trade Commission, US
Postal Inspection Service, and the Better Business Bureau.
This review is not an audit; therefore, Government Auditing Standards are not applicable to this
review.

1

According to the Better business Bureau, UST has also used the following alternate names: US Telecom, U.S.
Telecom, UST Dry Utilities, Inc., UST Inc., and UST Development, Inc.
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BACKGROUND INFORMATION
Federal Law
Title 39, United States Code, Section 3001, makes it illegal to mail a solicitation in the form of
an invoice, bill, or statement of account due unless it conspicuously bears a notice on its face that
it is, in fact, merely a solicitation. This disclaimer must be in very large (at least 30-point) type
and must be in boldface capital letters in a color that contrasts prominently with the background
against which it appears.
The disclaimer must not be modified, qualified, or explained, such as with the phrase "Legal
notice required by law." The disclaimer must be the one prescribed in the statute, or
alternatively, the following notice prescribed by the U.S. Postal Service: THIS IS NOT A BILL.
THIS IS A SOLICITATION. YOU ARE UNDER NO OBLIGATION TO PAY THE AMOUNT
STATED ABOVE UNLESS YOU ACCEPT THIS OFFER.2
Scam Mailers
UST mailed scam mailers designed to look like bills to the addresses of at least seven Metro
departments (see copy at Attachment A). The scam bills give the impression that service has
been rendered and payment is due. All of the scam bills from UST showed the following
information:
•

“July 25, 2012” as the date on the scam bill.

•

“Los Angeles County Metropolitan Transportation Authority” as the “Bill To” and “Ship
To” agency; but each bill showed the street address of the Metro department that received
the bill.

•

“P.O. Box 970, La Verne, CA 91750-0970” as the address of UST.

•

“Telecom Maintenance Agreement” as the description of the services rendered.

•

“$425.00” as the amount due.

•

“Net 30 days” as the payment terms.

The front or back of the UST scam bills did not contain the disclaimer required by Tile 39,
United States Code, Section 3001.

2

Source: United States Postal Inspection Service.
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DETAILS OF REVIEW
A. Internet Search
On August 2, 2012, we searched the internet for UST and matched the mailing address, 1-800
number, and fax number on the UST mailer to the website of US Telecom (web address at
www.us-telecom.com). However, when we visited this website on August 22, 2012 we found
that UST/US Telecom’s website is no longer available. A message at this website states: “this
site is under construction and coming soon.” We also phoned the 800 number on the scam bill
mailed to Metro. A recording stated: “Thank you for calling US Telecom...Please wait for the
next available operator.” After about five minutes, no one answered and the music stopped.
Our search of the internet for information concerning UST/US Telecom found that numerous
complaints have been filed against the company for deceptive sales practices. The complaints
described deceptive practices that are similar to the scam bills received by Metro.
1. On June 6, 2012, the Connecticut Department of Consumer Protection announced an
investigation that UST – US Telecom “sent invoices to state agencies, and may be
targeting municipalities, schools, businesses and other government agencies for a
warranty to cover preventive maintenance for technology services...the billing invoices
gave no product information and no indication that a contract was in the offering, nor did
it include advertising or solicitation purpose, giving the impression that the service was
already rendered and payment was now due. The invoices in the amount of $425 were
mailed by UST – US Telecom to at least two agencies...The company is listed on
numerous fraud alert websites; currently the Department is aware of hundreds of
complaints about UST – US Telecom and its fraudulent billing practices...UST – US
Telecom was cited recently by New York and North Dakota for deceptive practices in
those states.” (See Attachment B.)
2. On December 28, 2011, the Better Business Bureau (Eastern Washington, North Idaho
and Montana region) issued an alert stating that US Telecom (aka UST) has a history of
sending fraudulent invoices to businesses for “maintenance warranties.” The alert
included a sample copy of the fraudulent invoice, which is similar in appearance to the
ones received at Metro. An April 10, 2012, update to the alert stated: “We have received
multiple calls from businesses across the nation who report that the $425 solicitation
invoices they have received show US Telecom’s address has changed to: P.O. Box 970
La Verne, CA 91750-1970.3 As of April 10, 2012, the solicitation invoices still do not

3

The sample UST bill, dated November 25, 2011, on the Better Business Bureau website showed the following
address for UST: 305 N. Sacramento Avenue Ontario, CA 91764.
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state anywhere that they are a solicitation for business, and the company has a total of
261 complaints filed against them.” (See Attachment C.)
The Better Business Bureau servicing the Los Angeles area reported that UST (US
Telecom) has an “F” rating. The primary reason for this rating is that in the last 12
months, the Better Business Bureau received over 520 complaints against UST for
advertising/sales issues and billing issues concerning mailers designed to look like an
invoice.
3. We found numerous postings/complaints about UST posted by individuals on the
TrustLink4 website. The postings about UST indicated that other people have received
similar scam invoices from UST (see Attachment D). Examples of comments are:
•

“UST Billing Scam – Like the Arkansas poster, we at the City of Wichita in
Kansas have received multiple bills from this company. They do not say
anywhere that it is a solicitation.”

•

“Scam – fake invoice from US-Telecom – I received an invoice from these people
dated 2/15/12. Same deal - $425 for maintenance. Never heard of them before.”

•

“$425 Scam – My company received exactly what all of these other complainants
are stating. $425 for telephone maintenance. It’s a scam.

•

“UST ‘cold’ invoice – Received an invoice for telecom maintenance/warranty.
Have never heard of the company.”

B. Search of Financial Information System Database
We searched the Financial Information System to determine whether any Metro payments
were made to UST, US Telecom, or the address on the scam bills. Our search of the FIS
database did not find any payment to the company.
C. Accounts Payable Procedures
Three of the suspicious bills were sent by Metro Departments to Accounts Payable, and were
subsequently referred to the OIG. These bills were not processed for payment. They were
rejected because a valid purchase order was not listed on the bill.

4

TrustLink is an online platform that gives consumers the opportunity to rate and make comments about businesses
that they have dealt with.
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D. Notification to Metro Officials of the Scam Bills
We initiated the following actions to alert Metro staff about the scam bills being sent by
UST.
1. On August 3, 2012, we notified the Controller of the scam UST bills so that she could
alert Accounts Payable staff in the event an UST bill is submitted for payment. On the
same day, the Controller responded and said that she has notified Accounts Payable staff.
2. On August 3, 2012, we coordinated with the Deputy Chief Information Officer to send a
message out to all Metro staff to alert them of the fraudulent UST bills to preclude
processing and paying such bills. On August 8, 2012, the Deputy Executive Officer
Human Resources sent a message to all Metro email recipients advising them of the scam
UST bills and providing the following information on how to avoid being a victim of
such a scam:
•
•
•
•
•
•

Watch for solicitation disguised as bills,
Review all bills and invoices carefully,
Be especially wary of any bills from unfamiliar companies,
Know or have a list of the authorized vendors,
Verify all bills with the person who authorized and/or received the purchase, and
Forward all suspicious bills to the OIG office for investigation.

3. On August 6, 2012, we notified the Contract Administrator who oversees the Metro
Purchase Card Program of the scam UST bills. On August 7, 2012, the Contract
Administrator sent an email to all Purchase Cardholders advising them of the scam UST
bills.
E. OIG Filed Complaints with Consumer Protection Agencies
On August 8, 2012, the OIG filed the complaints on behalf of Metro with the following
agencies concerning the scam UST bills sent to Metro departments:
•
•
•
•
•

California Department of Consumer Affairs
California State Office of the Attorney General
United States Postal Inspection Service
Federal Trade Commission
Better Business Bureau servicing the Los Angeles area

On August 9, 2012, the Public Inquiry Unit of the California Attorney General’s Office
responded to our complaint and stated: “We will write to the company that you have a
complaint against and request a response from them.”
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The Postal Inspection Service advised us that they entered the information we provided into
their national Fraud Complaint System.

CONCLUSION
The OIG investigation found that UST sent at least seven scam mailers to Metro departments
that look like bills for an amount due of $425 each. Our search of public websites found that
numerous complaints have been filed against UST for deceptive practices, and the company has
been cited by the states of New York and North Dakota for deceptive practices.
We promptly notified Metro officials of the scam to preclude any Metro payments to UST.
Metro management took immediate action to alert all Metro staff of the scam UST bills. We also
searched the Financial Information System database and found that no payments have previously
been made to UST or US Telecom. In addition, we filed complaints against UST with the
Federal and State agencies.
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Attachment B

Connecticut Department of Consumer Protection
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Better Business Bureau
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Postings on TrustLink
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